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Abstract 
Network insecurity has become an increasing problem in the world of computer networks. Technical experts 
have tried to combat this by improving the technical awareness of the threats and technical solutions involved 
ÒŌ JÒǾÑÕÑŒŒ IŎŃMÕ ÍÑPRŎǾÔŒ ĂJIĖÍÅ POǾŎÞŊO PÑŃOŌÒŃMÕ ǾÑŐŎǾPŒ MŌŇ ŐŎÕÒŃŘ ÑŌŅŎǾŃÑÖÑŌPB İOÑ MQÑǾMŊÑ ÞŒÑǾŒ¶ 
knowledge and awareness of network security, how they react to the warnings and implement security 
ÖÑMŒÞǾÑŒ ÒŒ MÕŒŎ QÑǾŘ ÒÖŐŎǾPMŌPB FÞǾǾÑŌP ŒPÞŇÒÑŒ ŎŌ ÞŒÑǾŒ¶ MRMǾÑŌÑŒŒ ŎŅ ŒÑŃÞǾÒPŘ ŐŎÕÒŃÒÑŒÆ ROÑPOÑǾ ÒP OMŒ NÑÑŌ 
communicated well enough and how aware WLAN users are to the threats and issues involved are still not fully 
ascertained. To fill this gap it is important to find out the users basic knowledge of the security measures and 
policies. In this paper, statistical methods were developed and adopted in other to compare the knowledge of 
Information Technology (IT) related employees and that of non-technical employees on how aware they are of 
WLAN security threats and security measures. The techniques the paper has adopted revealed the knowledge 
gap between non-technical and technical users. This revelation is significant and therefore requiring more 
efficient methods for creating awareness on WLAN threats and countermeasures among average users. 
 
Index Terms: WLAN, Network security, Security Policy, Employee behavior, Statistical analysis. 
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Association of Modern Education and Computer Science 
1. Introduction 
The Literature review adopted in this paper is analyzed in two phases. First of all, possible technical 
solutions to wireless network attacks are discussed. Secondly, a wider discussion on policies for combating 
RÒǾÑÕÑŒŒ ŌÑPRŎǾÔ MPPMŃÔŒ MŌŇ ÞŒÑǾŒ¶ NÑOMQÒŎǾ PŎRMǾŇŒ the awareness and implementation of the technical 
solutions and adoption of the security policies are also analyzed. 
* Corresponding author. Tel.: +2347032088685 
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1.1. Technical Wireless Network Challenges and Solutions 
Before the advent of wireless local networks, wired networks existed with different security architectures. 
The transport medium of wireless networks has a higher potential of been attacked than a wired medium 
thereby increasing the threat to wireless networks [5]. An early study explains wireless network security as a 
combination of wireless channel security and network security [6]. Many challenges of the wireless network 
exists like the jamming of radio frequency signals using an attack called Denial of Service (DOS) which 
interferes with transmission over the wireless network [11]. A major reason for the success of most of this 
attacks has been due to the loopholes present in existing wireless network security protocols [15]. 
Technical solutions have been developed and made available to mitigate the threats aimed at wireless 
networks by the introduction of Wired Equivalent Privacy protocol (WEP) [3]. Although, [5] reiterated the 
claims of [3], but indicated that the Wi-Fi Protected Alliance (WPA) which was also developed to enhance 
wireless network security introduced a better solution through the use of Temporal Key Integrity Protocol 
(TKIP) to replace WEP keys for wireless user confidentiality. In spite of the fact that these solutions help so 
much in reducing security breach, it is also important to change the way of thinking and awareness of the users 
of the network. Reference [7] advocated the move of network users towards a more security-positive 
environment by changing their attitude and becoming part of the security solution and not part of the problem. 
ĪÑŅÑǾÑŌŃÑ LĐĽ RÑŌP ŅÞǾPOÑǾ PŎ ŐŎÒŌP ŎÞP POMP ǾMÒŒÒŌŊ MRMǾÑŌÑŒŒ PŎ ŃOMŌŊÑ ŐÑŎŐÕÑ¶Œ NÑOMQÒŎǾ ŎŌ ŒÑŃÞǾÒPŘ ŃŎŌŃÑǾŌs 
is a good start. 
1.2. Wireless Network Users and Policies 
ĬŎÖÑ ŐǾÒŎǾ ŒPÞŇÒÑŒ OMQÑ OÑÕŐÑŇ ÒŌ POÑÒǾ ŎRŌ RMŘ PŎ ŃOMŌŊÑ ŐÑŎŐÕÑ¶Œ MPPÒPÞŇÑ NŘ MŇQŎŃMPÒŌŊ POÑ ÞŒÑ ŎŅ 
wireless security policies. In an effort to address the network security problems, many published papers have 
provided solutions in an organizational or technical approach [9]. Although the potential advantage of this is 
that the user is rescued from the technicality burdens but will face difficulties when a new challenge arises. 
Therefore the need to be aware that wireless network spans from an average network user to a professional has 
not been considered. In support of this is [2], which identified that the users of wireless internet in public 
hotspots are so oblivious to the dangers they are exposed tŎ ŒÞŃO MŒ M OMŃÔÑǾ ROŎ ŇŎÑŒŌ¶P ŌÑÑŇ PŎ NÑ ÒŌ POÑ 
same physical location to sniff into their network, linking them to possibly that of an organization they work 
for. Furthermore, [14] pointed out that new technology like Near Field Communication (NFC) which is based 
on wireless network technologies could be compromised by a hacker through eavesdropping on the network 
thereby leading to stealing of payment credentials because NFC is usually used for contactless payments. A 
potential solution to this was [10], who pointed out that the efforts that have been made to combat unauthorized 
wireless access is mainly focused on outsiders thereby neglecting breaches from insiders of an organization 
itself and hence, adopted a policy based wireless security management solution to address organizations on 
how to solve the existing issues. 
Ė ÖŎǾÑ ÞŒÑǾ ŅŎŃÞŒÑŇ ÑÖŐÒǾÒŃMÕ ŒPÞŇŘ NŘ LÐĽ ROÒŃO RMŒ ŃMǾǾÒÑŇ ŎÞP ŎŌ ÞŒÑǾŒ¶ NÑOMQÒŎǾ ÒŌ M ÞŌÒQÑǾŒÒPŘ ŒOŎRŒ 
that 9% of 3,331 of personal computers on campus do not have firewalls properly configured on them. In 
addition to this, 60% of wireless networks did not use any good form of authentication or encryption according 
to a survey by panda international and also vulnerability checks indicated a good number of users not having 
firewalls on their computers. This was attributed to negligence on the part of the users. Hence, user behavior is 
important in terms of network security. 
Existing limitations in current literatures have somewhat not analyzed the behavior of users. They have 
restricted POÑÒǾ ŒPÞŇÒÑŒ PŎ POÑ Hİ ŐǾŎŅÑŒŒÒŎŌMÕŒ¶ NÑOMQÒŎǾ MP RŎǾÔ ŎŌÕŘ MŌŇ OMQÑ ŌŎP ÑŔPÑŌŇÑŇ ÒP PŎ POÑ MQÑǾMŊÑ 
non-technical user who knows nothing about IT. Reference [1] emphasized that the aspect of IT professionals 
complying with the laid down security policies in organizations and the technical controls of securing the 
wireless network has mostly been the basis of literature so far neglecting the thoughts of the end user 
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community; however, both the professional and non-professional have still failed to comply with these rules. 
Reference [4], mentioned in a survey that the human aspect of insecurity is an important area to consider when 
listing possible threats to a wireless network.  Research has also shown that there is an 80% chance of 
confidential information to be exposed in more than 50% of enterprises checked and this is due to the 
installation of ill-managed access points by careless operators. 
According to [12], research in the technical aspect of security policies is far more than research in the 
behavioral aspect of policy making. Their theory was validated when they carried out a research into what 
causes security governance lapses in an organization using two different approaches, the informal approach 
takes into account the individual beliefs and culture of employees and the technical approach which involves 
applying stringent rules and constant monitoring to see if network security policies are followed. They stated 
POMP ÒP ÒŒ ÒÖŐŎǾPMŌP PŎ ŒŘŌŃOǾŎŌÒŖÑ ÒŌŇÒQÒŇÞMÕ ÑÖŐÕŎŘÑÑ¶Œ ŐÑǾŒŎŌMÕ QMÕÞÑŒ MÕŎŌŊ RÒPO that of the organization. 
1.3. Research Objective 
The studies presented so far have indicated policy making and provided technical solutions to the 
engineering aspect of wireless security but currently public end users still fall victim to attacks carried out 
through wireless networks. The wireless network is used by virtually everyone in the world today no matter the 
profession but whether the IT field is sharing enough knowledge with end users who are not IT inclined in such 
a way that they can understand and implement is yet to be discovered. The objective of this research seeks to 
find out why this security problem lingers on by investigating whether the public end users who work in non IT 
based firms know the basic wireless network security information as much as they should. Hence we have 
developed a hypothesis (H1) along with a null hypothesis (H0) in case the main hypothesis is refuted. 
H1: The users of the wireless networks in IT related firms have a significant knowledge of wireless security 
policies and measures than the average users. 
H0: The users of wireless networks in IT related firms have less significant knowledge of wireless security 
policies and measures than the average users. 
2. Research Methodology 
2.1. Data Collection Procedure 
In other to maximize reliability in measurement, a quantitative technique using questionnaires as the survey 
instrument is adopted and a sample of the questionnaire showing the questions used can be found in the 
appendix section of the paper. In a bid to reduce technicalities, each question has been explicitly defined using 
simple terms for instance (wireless security, policies awareness, wireless security attacks etc.) so that the 
respective respondents tend to have the same understanding and answer each question honestly. Also adopted 
was a 5-point Likert Scale [13] (spanning from 1-strongly disagree, 2-disagree, 3-neither agree nor disagree, 4-
agree, 5-strongly agree) for each item question in the questionnaire to enable each respondent indicates his 
level of awareness with the statement question. The questions have been designed to find out and measure their 
level of awareness of wireless security policies by asking each respondent if they have heard of certain threats, 
attacks and solutions to wireless networks and also whether they have ever implemented it before. Each 
questionnaire contained Ten (20) questions and was distributed to total of 40 people comprising of 20 
employees from IT firms and 20 employees in non- IT firms (average public users/employees). The main 
reason behind choosing respondents from these two sectors is to find out if common wireless security policies, 
awareness and knowledge are well known to all wireless network users and not the IT related users alone. The 
data gotten from the responses of the employees by summing the Likert scale grades is shown in Table 1 below. 
Table 1 below also depicts data gotten from both sets of respondents to the questionnaires. 
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Table 1. Summation of statistical data gotten from the Respondents 
IT 
employees 80 81 89 90 78 81 90 86 81 78 86 88 90 80 75 77 93 89 86 81 
Public 
employees 77 67 57 68 75 69 86 81 78 69 65 66 66 50 69 78 64 70 66 63 
 
In a bid to back up the result further, a qualitative test was carried out by interviewing some of the 
employees. When asked if theŘ¶QÑ OÑMǾŇ MNŎÞP ŒŎÖÑ ŅÑR ŐÞNÕÒŒOÑŇ ŐŎÕÒŃÒÑŒ MŊMÒŌŒP ÞŒÒŌŊ ŐǾÒQMPÑ ÞŌŒÑŃÞǾÑŇ 
ŇÑQÒŃÑŒ ŎŌ POÑ ŎǾŊMŌÒŖMPÒŎŌMÕ ŌÑPRŎǾÔÆ ŎŌÑ ŎŅ POÑÖ ǾÑŒŐŎŌŇÑŇ POÞŒ ³H OMQÑ ŌÑQÑǾ OÑMǾŇ ŎŅ POÑŒÑ ŐŎÕÒŃÒÑŒ´ MŌŇ 
POÑ ŎPOÑǾ ÑÖŐÕŎŘÑÑ ŒÒÖŐÕŘ ŒMÒŇ ³H OMQÑ OÑMǾŇ ŎŅ POÑ ŐŎÕÒŃÒÑŒ NÞP MǾÑ PŎŎ PÑŃOŌÒŃMÕ ŅŎǾ ÖŘ ÞŌŇÑǾŒPMŌŇÒŌŊ´B İOÑŒÑ 
ǾÑŒŐŎŌŒÑŒ ŃŎŌŅÒǾÖ LĐĽ ROŎ ŐŎÒŌPÑŇ ŎÞP POMP ŐÑŎŐÕÑ¶Œ MRMǾÑŌÑŒŒ PŎRMǾŇŒ ŒÑŃÞǾÒPŘ ÒŒ QÑǾŘ ÒÖŐŎǾPMŌP ŅŎǾ M ŒÑŃÞǾÑ 
network 
2.2. Analytical Techniques and Rationale 
The use of SPSS software was implemented for the analysis, testing, measurement and validation of this 
model. The analytical techniques of SPSS are employed to provide descriptive statistics using histograms to 
graphically represent the (mean value, skewness and kurtosis) for each group of data. The mean is the average 
value of each set of variable based on the average users or public users and the IT related employees; the 
skewness is a measure of the lack of symmetry of the distribution of data on each graph and finally the kurtosis 
which is a measure of whether or not the scores are peaked or flat towards the mean score. A graphical 
representation using histograms was produced from the available data (See Fig. 1 and Fig. 2) showing the mean, 
skewness and kurtosis. A proof for normality of data on the graph was conducted using the Shapiro-Wilk test 
(See Table 3). Finally a method of comparing the means of both sets of data was also conducted for comparing 
the significant difference between the means of both sets of data (IT and Public). 
Table 2 below is a descriptive statistic showing the mean, skewness, kurtosis and other related data. It shows 
that the mean of the IT employee is more than that of the Public employees. And the skewness and kurtosis are 
slightly close to zero which also shows approximate normality of the data distribution. 
Table 2. Descriptive Statistics of Respondents 
 IT employees Public 
employees 
Number of 
valid data 
20 20 
Mean 83.9500 69.2000 
Standard error 1.18871 1.85614 
Skewness .022 -.106 
Std. Error of 
Skewness 
.512 .512 
Kurtosis -1.333 .672 
Std. Error of 
Kurtosis 
.992 .992 
Standard 
deviation 
5.31606 8.30092 
Variance 28.261 68.905 
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3. Interpretation of Results and Suggested Findings 
Table 2 above shows that the IT employees mean value (83.9500) is higher than that of the public employees 
(69.2000); therefore this suggests that the Public employees know little about wireless network security, laid 
down policies and awareness as compared to those who work in IT related firms. Furthermore, verification of 
the normality of the data gotten from the respondents was carried out in other to prevent the occurrence of 
abnormal data and also validate our findings. We used a histogram graph for both sets of data in other to get the 
kurtosis and skewness values. 
 The histogram graph of frequency againsP Hİ ÑÖŐÕŎŘÑÑŒ¶ ŇMPM MŒ ŒOŎRŌ NÑÕŎR ÒŌ ĞÒŊB Ĉ ÒŌŇÒŃMPÑŒ POMP POÑ 
data are approximately normally distributed because the skewness and kurtosis values fall in between -2 and +2. 
In the histogram, the pile of data to the left of the distribution shows that it is positively skewed (0.22) and the 
flat top near the mean indicates that it has a negative kurtosis (-1.333). 
 
 
Fig.1. Histogram graph for IT employees. 
 
Fig.2. Histogram graph for public employees
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The histogram graph of Frequency against Public emploŘÑÑŒ¶ ŇMPM MŒ ŒOŎRŌ ÒŌ ĞÒŊB Č NÑÕŎR ÒŌŇÒŃMPÑŒ POMP 
the data are approximately normally distributed also because the skewness and kurtosis values fall between -2 
and +2. In the histogram, the pile of data to the right of the distribution is shows it is negatively skewed (-.106) 
and the peaked data near the mean indicates that it has a positive kurtosis (.672). 
A proof of normality of the distribution using Shapiro Wilk test was also carried out on the data. Table 3 
ŒOŎRŒ NŎPO POÑ Hİ MŌŇ ĨÞNÕÒŃ ÑÖŐÕŎŘÑÑŒ¶ ŇMPa are normally distributed. Both significant values are greater than 
0.05 (sig > 0.05) which simply means that both sets of data are normally distributed. 
Table 3. Test for normality 
 Shapiro-Wilk 
  
Statistic 
 
Df 
 
Sig 
IT 
employees 
.929 20 .150 
Public employees .960 20 .551 
 
In a further effort to compare the means and check if the difference between them is significant or not, we 
designed and conducted a parametric test. In this case a test for equal variance and an Independent Sample T-
Test; because the groups of data are independent of each other. In the statistical procedure, both sets of data 
were put together as a group but differentiated by assigning zeros (0s) to IT and ones (1s) to Public employees 
as shown in Table 4. Table 5 below shows that irrespective of the variance being equal or not, the sig (2-tailed) 
value is less than 0.05 (< 0.05) which simply means that there is a significant difference between the means of 
both the IT and public employees. 
Table 4. Grouping of data 
Knowledge N Mean Std. Deviation Std. Error 
Mean 
IT(0) and Public 0 employees(1) 1 20 83.95 5.316 1.189 
20 69.20 8.301 1.856 
Table 5. Independent Sample Test Results 
 
 
The implication of this is that the public employees are significantly low in the knowledge of wireless 
network security. This assists in proving the main hypothesis (H1) and disproving the null hypothesis (H0). 
The significant difference in the means of both sets of data and by proving the main hypothesis through our 
research, we have shown that average users who are not technically inclined do not know much about wireless 
network security especially in their respective work 
 Levene's Test for 
Equality of 
Variances 
t-test for Equality of Means 
F Sig. t df 
Sig. (2- 
tailed) 
Mean 
Difference 
Std. Error 
Difference 
95% Confidence 
Interval of the 
Difference 
Lower Upper 
IT and Equal Public 
variances employees 
assumed 
Equal variances not 
assumed 
.987 .327 6.692 38 .000 14.750 2.204 10.288 19.212 
  6.692 32.341 .000 14.750 2.204 10.262 19.238 
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4. Conclusions 
Wireless networks and hotspots are now widely deployed in homes offices and public areas thereby 
increasing threats to security. They are already security measures embedded with most wireless network 
ŇÑŐÕŎŘÖÑŌPŒB ĢŎRÑQÑǾÆ ÞŒÑǾ¶Œ MRMǾÑŌÑŒŒ PŎRMǾŇŒ POÑŒÑ POǾÑMPŒ MŌŇ OŎR PŎ ÖÒPÒŊMPÑ POÑŒÑ POǾÑMPŒ RÒPOŎÞP POÑ 
need of technical experts is still an issue. Our research and results calls for more focus to be directed towards 
those who are not IT inclined in other to enhance their awareness towards making their own personal in efforts 
in enhancing security and at the same time prevent them from being the point of entry for hackers into their 
organizational networks. 
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Appendix A. Survey Questions for security awareness of average users 
To what extent would you agree to the following questions/statements? 
 
  Strongly 
Disagree 
Disagree Neither 
agree 
Nor 
disagree 
Agree Strongly 
Agree 
 Question 1 2 3 4 5 
1 KŎÞ MǾÑ QÑǾŘ MRMǾÑ ŎŅ POÑ MŃPÒQÒPÒÑŒ ŎŅ ŘŎÞǾ ŎǾŊMŌÒŖMPÒŎŌ¶Œ 
information security team 
     
2 Wireless network security/information security is important to 
your daily job and activities 
     
3 You understand to an extent the basic wireless network security 
protocols and how to set up a personal hotspot 
     
4 ÍŎ OMŃÔÑǾ RŎÞÕŇ MPPMŃÔ ÖÑ ŎǾ ÖŘ ŃŎÖŐÞPÑǾB H ŇŎŌ¶P OMQÑ 
anything they would want 
     
5 You are very confident that you would recognize the symptoms 
and signs of a computer security incident. (Computer security 
incidents may include viruses and malware on your PC or 
smartphone, a hacker gaining unauthorized access to your 
system or an attacker tricking you into giving away sensitive 
information over the phone or by email) 
     
6 You are aware of wireless network security attacks such as 
denial of service, password cracking etc. 
     
7 If you were to suspect that your computer, smartphone or other 
device was involved in a wireless network security incident such 
as a virus, hacker attack or some other problem, you would 
know what to do. 
     
8 you worry often about the security risks of using wireless 
networks especially for internet access 
     
9 You are very familiar with the information management policies 
of your organization, including using your personal devices on 
the wireless network. 
     
10  you feel involved in the daily process of information security 
MŌŇ ŐǾŎPÑŃPÒŌŊ POÑ ŎǾŊMŌÒŖMPÒŎŌ¶Œ ÒŌŅŎǾÖMPÒŎŌ MŒŒÑPŒ 
     
11 you often feel it is important  to keep your computers, mobile 
devices and programs updated and current 
     
12 You have set up a wireless hotspot before using either your 
phone, computer or mobile router 
     
13 You know the differences between the WEP and WPA protocols      
14 If you set up a hotspot you will know if someone else has 
connected to your hotspot illegaly 
     
15 KŎÞ ÒŌPÑǾMŃP RÒPO ŘŎÞǾ ŎǾŊMŌÒŖMPÒŎŌ¶Œ ÒŌŅŎǾÖMPÒŎŌ ŒÑŃÞǾÒPŘ PÑMÖ 
at least once a week (receiving an email, receiving security 
training, having an information security team member in a 
meeting, etc) 
     
16 The network security policies of your organization are to 
technical or difficult to understand 
     
17 You feel confident connecting to a wireless network or hotspot 
without knowing the entity that created the network 
     
18 You prefer using a wired network over a wireless network 
because you feel you are not sure of the security of the wireless 
network 
     
19 You know some of the basic tools and software used by wireless 
network attacks 
     
20 you feel you need more training on understanding basic wireless 
network security 
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